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The main problems affecting the cloud are insecure interface
APIs, shared resources, data breaches, malicious insiders,
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OVERVIEW
Security researchers and cybercriminals have started to pay closer attention to the cloud
as more data moves from traditional IT setups to this environment. The amount of data
and other resources being stored in the cloud looks set to increase further, as IT decision
makers are planning to significantly increase their spending on cloud computing in 2015.
As with any system, each time a new layer gets introduced to a service stack, the attack
surface increases. While cloud environments can suffer from common vulnerabilities, such
as SQL injection flaws, they can also be impacted by a few additional issues. The main
problems affecting the cloud are insecure interface APIs, shared resources, data breaches,
malicious insiders, and misconfiguration issues.
In an interview, Amazon Web Services’ head of global security programs Bill Murray said
that he is most worried about customers not configuring their cloud applications correctly
to keep their resources secure. Murray’s opinion matches observations that we made during
our research into the security of infrastructure-as-a-service (IaaS) environments.
IaaS is one of the most prevalent cloud computing models and allows administrators
to remotely provision underlying IT infrastructure on demand. During our research, we
found many issues with how the security of IaaS environments was managed. One of the
main issues that we observed was incorrectly configured access permissions that allowed
anyone to access sensitive information stored in the cloud. We were able to identify over
16,000 cloud domains by enumerating domain prefixes with words from a dictionary. Of
the discovered domains, 0.3 percent had guessable folder structures that could be read by
everyone, leading to over 11,000 publicly accessible files. Some of these files contained
highly sensitive information such as user names, passwords, credit card transaction logs,
and email addresses.
Another problem that we observed in cloud environments were leaked credentials, which
could be used to access and modify stored data. These credentials were often hardcoded
in applications and were unprotected, potentially allowing attackers to extract them.
Furthermore, administrators often did not properly enable logging in their cloud services,
making it difficult for them to investigate incidents.
We don’t think that cloud systems are inherently less secure than traditional IT services.
But administrators need to ensure that all of the cloud services that they use are properly
configured and all data is adequately protected. They should also ensure that they remain
compliant with local data legislation by reading through their cloud providers’ data
protection policy.
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Key findings
The key findings of this whitepaper include:
• Most attacks against IaaS environments are possible due to misconfiguration on the administrator’s side.
• By enumerating storage bucket domains, we identified over 16,000 domain prefixes containing more than
11,000 publicly accessible files. These exposed files included credit card transaction logs, email addresses,
user names, and passwords.
• Plain-text cloud access credentials were stored in applications or publicly accessible source code. This could
lead to account hijacking.
• Cloud access credentials are traded on underground markets for less than US$10 and are used to host
malware and carry out extortion attacks.

Introduction
While cloud computing is not a new concept, its global adoption has risen greatly since the late 2000s, thanks to
the emergence of practical solutions from companies such as Amazon, Google, IBM, Microsoft, and Rackspace. A
recent IDG Enterprise survey stated that in 2015, IT decision makers’ spending on cloud computing will increase
42 percent. Cloud computing was also named as the most important project for IT departments this year in the
research.
Businesses that avail of cloud solutions don’t need to buy and maintain a large amount of on-site technology for
their IT needs. Instead, they can quickly provision and access IT resources, often managed by a third party, from
a remote location. Those in favor of cloud computing cite flexibility, scalability, and cost savings as the benefits
of the technology.
However, one of the biggest fears surrounding the technology relates to security, according to the Cloud Security
Spotlight Report, put together by the Information Security Community on LinkedIn. The research, which includes
insight from more than 1,000 security professionals, found that nine out of ten of the survey respondents are
very or moderately concerned about public cloud security. Around 45 percent said that general security concerns
acted as barriers to further adopting cloud solutions while 41 percent said data loss and leakage issues were
holding them back. Many of the respondents said that third parties gaining unauthorized access to resources,
account hijacking, and malicious insiders were the biggest risks to their cloud environments.
Despite these fears, there is still a considerable amount of hype around cloud computing. Business owners and
executives could get caught up in the hype and move company’s IT resources to a cloud computing environment
without fully understanding the risks. This prompted our research into the current security issues affecting cloud
solutions.
As the term “cloud computing” covers a wide range of different technical solutions and environments, such as
software, platform, or infrastructure, we decided to focus primarily on infrastructure-as-a-service (IaaS) models
in this report. IaaS is proving to be popular among businesses, as a study from market research firm Ovum
claimed that more than 80 percent of enterprises plan to use IaaS solutions by 2016.

What is infrastructure-as-a-service?
In an IaaS environment, the cloud provider allows the customer to virtually access underlying IT infrastructure.
This gives the customer the ability to provision these resources on demand. In this model, the customer doesn’t
have to worry about purchasing and managing hardware and data centers; the cloud provider handles this
instead.
An IaaS model lets IT staff remain in charge of their operating systems and software environment, giving them
the most control over their resources when compared to software-as-a-service (SaaS) and platform-as-a-service
(PaaS) solutions. This could be desirable for companies who would rather secure their operating systems
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and applications themselves through patches and updates. IaaS also appeals to customers who have highperformance demands and need to be able to quickly scale their infrastructure.
While IaaS may offer the customer the most control out of all of the common cloud computing models, they still
have to consider whether they should host the infrastructure on a public cloud, keep it on their own premises
in a private cloud, or use a hybrid approach. By availing of a public cloud from an external service provider, the
customer gets the benefits of on-demand computing resources and rapid scalability. However, they may not
want to store their sensitive IT resources and data in a remote location and deal with the security risks that this
could bring.

Figure 1. Typical IaaS stack division
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Security in the IaaS cloud
In general, IaaS is susceptible to all of the threats that we know from the traditional, standard IT environment,
because for the provider, all of the client applications are like a black box running on the provided virtual
servers. This means that the responsibility of securing these applications continues to lie with the customer.
The applications running on these instances may be vulnerable to SQL injections, cross-site scripting, and other
well-known attacks detailed in the Open Web Applications Security Project (OWASP) list. Considering these
issues, cloud applications need to be developed with secure coding practices in mind and need regular updates if
developed by third parties.
In this research we studied several cloud service providers focusing on attacks that are possible due to the
differences between cloud and traditional services. The following sections detail common classes of security
issues that specifically affect cloud computing environments.

Insecure APIs
All of the cloud providers that we looked at provide a set of APIs to access their services. In the past, there
have been some security issues with badly implemented APIs, but vendors are constantly improving their
development practices. The cloud provider is responsible for fixing these kinds of vulnerabilities, so API bugs
should be patched in a timely fashion without the end user worrying about them.
On the other hand, any update could change API settings, which may cause some customers’ existing
applications or functions to break. This could cause the provider to delay the release of some patches in order to
give customers the chance to upgrade their software beforehand.

Malicious insiders
As with any IT environment, insider threats need to be taken into account when protecting sensitive data.
Symantec found that eight percent of reported data breaches in 2014 were a result of insider theft. If a public
or hybrid cloud model is used, then there is the additional risk of a remote “insider” threat. This means that an
internal administrator at the cloud provider could directly access the customer’s data and steal or modify it.
Depending on the cloud service’s features, full encryption or the use of homomorphic encryption schemes
may not be possible. If the private keys are stored on the cloud premises, then they are still in reach of a rogue
employee of the cloud provider.

Shared resources
Cloud computing environments often share resources across multiple clients. Hard disks, RAM, CPU cache,
GPUs, and other elements were not typically designed with multitenant privacy requirements in mind. As a
result, the sharing of these resources may lead to leaked information. There have been side-channel timing
attacks in the past, which leaked cryptographic keys across virtual systems. Vulnerabilities in core components,
such as the hypervisor, can lead to the compromise of the entire cloud infrastructure itself.
At the end of 2014, multiple sandbox bypass vulnerabilities were found in the Java engine of a cloud provider,
which could have let an attacker escape the sandbox environment and execute arbitrary code on affected
systems.
Cloud providers are constantly improving the isolation of resources in multitenant environments. Some
improvements, such as a hypervisor update, may require the whole cloud to be restart. A case such as this
happened at the end of 2014, when Amazon patched a vulnerability in the hypervisor.

Denial of service
If a customer uses all of their cloud resources, they may degrade the service quality of other clients in the same
cloud section. Attackers can take advantage of this and try to use up all shared resources, or at least bind most
of them, to slow down a client’s systems. If attackers combine this with network-based denial-of-service (DoS)
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attacks, they could prevent customers from accessing their critical cloud resources. These attacks may even lead
to an increased cost for the victim, as some providers bill the customer based on their use of resources.
By now, all major cloud players have implemented mechanisms that make it very difficult for the performance of
other users to be impacted on multitenant environments.

Data loss/data breach
Although cloud providers often do a better job of building their infrastructure with redundancy than many
companies, it is still possible that some data could be lost forever. This could happen due to how errors are
handled by the cloud provider, hardware failures, or an external attack.
With the increased discovery of vulnerabilities in core software components, it has become a challenge for
cloud providers and users to keep their infrastructures up to date. Some recent critical software bugs, such as
Heartbleed and Shellshock, attracted a lot of media attention, forcing providers and users to quickly patch these
vulnerabilities before attackers exploited them.
The loss of privacy is still one of the main concerns of cloud users. Most data breach attacks that affected the
cloud were directed at the web application itself or took advantage of poorly configured permissions in cloud
implementations.

Stolen credentials
Attackers can sell stolen cloud access credentials on underground forums for US$7-8 each. In most cases, the
attackers misuse the stolen accounts to host their own command-and-control (C&C) servers or malicious sites
in the cloud, in the hope that they can take advantage of the trust that users may have in the domain. Some
attackers misuse the stolen resources to mine cryptocurrencies or launch distributed denial-of-service (DDoS)
attacks.
Of course, leaked or stolen credentials can also be used to access the client’s infrastructure and extract data.
Depending on the setup and the enabled logging features, the client may not immediately notice the breach.
This is because the attacker never has to touch the customer’s corporate network while gaining access to cloud
resources, so their malicious
activity is only monitored in
the cloud provider’s log files.
The most common ways to
steal cloud access credentials
are through phishing emails,
brute-forcing easy-to-guess
passwords, or informationstealing malware.
Cybercriminals have also
been observed registering
new cloud services
accounts themselves, as the
registration process allows
for anonymous account
creation.

Figure 2. Underground advertisement for cloud accounts
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Possible attack scenarios
Considering the amount of features that cloud services have on offer, there are several possible attack scenarios
that can target users’ resources. Attackers could go after the underlying technology and intercept the virtual
networking or find another way to access the physical disks directly, as previously discussed. However, such
attacks require a good knowledge of software-defined data centers (SDDCs) and are often not easy to conduct.
In many cases, these highly sophisticated attacks are not necessary and the attackers can go after the lowhanging fruits instead. The following sections discuss some simple attack scenarios that are based on common
misconfigurations of IaaS cloud services that we have observed.

Storage enumeration attack
IaaS often provides customers with access to storage resources through individual domains designated to each
user’s account. These so-called buckets, containers, or blobs can be used to save backups or other data. For
example, each Microsoft Azure cloud storage account gets a unique domain prefix assigned to identify it. There
is no central listing of all of the existing domains, but the domain names follow a simple schema:
https://[DOMAIN PREFIX].blob.core.windows.net/[CONTAINER]

This structure allows an attacker to conduct a dictionary attack using a word list in order to find valid domain
prefixes. By using a simple dictionary, we identified over 16,000 different valid domain prefixes on one cloud
platform.
Knowing the domain name is not enough to access the storage bucket’s resources, even if the bucket does
contain subfolders that have no read access restrictions. This is because there is no publicly accessible directory
listing for the root folder. As a result, the attacker also needs to guess the folder names correctly in order to
access them. This can also be done by using a dictionary attack.
In our experiment we used the following list of seven commonly used directory names:
•
•
•
•
•
•
•

Backup
Backups
Archive
Logs
Database
Databases
Vhds

These two parameters are all that an attacker needs to access a cloud storage resource if the administrator
forgot to restrict the access permissions. In cases where the administrator set the access permissions correctly,
their storage buckets were safe from this attack method.
Through this scenario, we were able to identify 51 open directories out of the 16,000 domains. This represents a
hit ratio of 0.3 percent, which does not sound like much, but keep in mind that each folder may contain multiple
files. Within the 51 open directories, we found a total of over 11,000 accessible files. A search using larger lists
of directory names could have led to more files.
Not all of the accessible data was sensitive, but some of it definitely was. For example, during our research, we
found an account belonging to a payment-processing company. The firm’s publicly accessible resources list
contained many “bacpac” files, which are database backup files. Such files are goldmines for attackers, as they
may contain plenty of sensitive information. In this case, this database contained user names, passwords, credit
card transaction logs with the last four numbers of each card, email addresses, and other account details.
Administrators can schedule an automated export of their SQL databases to their storage container through
the system settings. Unfortunately, they often don’t verify the container’s permissions, which could cause their
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backup files to be made publicly accessible. We recommend that administrators check the access permissions of
all of their buckets to ensure that only intentionally public files are readable by everyone. We have notified the
relevant payment company of the exposed database and advised the firm on how to secure their files from future
attacks.
A similar enumeration attack was previously conducted against the Amazon S3 cloud service, which revealed
roughly 15,000 accessible files.

Figure 3. Database schema of the payment-processing company’s accessible backup file

Link swap attacks
When the attackers know their target’s cloud resource URL, then they may be able to launch an attack from this
location.
Applications often use cloud service resources at some stage during their operations. For example, an
application may connect to a cloud resource to download a security update. If this cloud resource’s URL expires
(for example, if the developer forgets to pay the subscription for the domain), then the URL may become
available to the public. The attacker could then register the resource’s old URL and reuse it for their malicious
campaigns.
If someone is still using the affected application, then they will be redirected to the newly registered malicious
server. The new operator could then steal the user’s credentials or serve malware to the victim’s computer. This
scenario is rare, but a case just like this happened last year with the TweetDeck application.

Leaked access tokens
Even when the administrator sets the IaaS access permissions correctly, all that an attacker needs to access a
cloud environment is the secret access token. Such tokens can be obtained through a malicious insider, phishing
attacks, or malware. Another common mistake is if administrators hardcode the secret token in their source
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code and then make these source files publicly available.
Last year, a provider of a popular mobile application, with an installation base of tens of millions of users, had
its cloud credentials leaked in this way. The access tokens were hardcoded in the public client application,
making the tokens accessible to anyone who looked at the app’s source code. To make things worse, the leaked
credentials were for an account with a high level of privileges, which could have been misused to delete the app’s
complete cloud instance and all of its data.
These types of attacks are not a new phenomenon. Mobile applications have been known for years to contain
unprotected encryption keys and credentials, and various papers have highlighted this danger before. But it is
worrisome that today, so many apps contain hardcoded sensitive information that’s available to anyone who
looks.
In another example, a developer decided to use the popular source code repository GitHub for storing different
versions of an application. The developer used a plugin that would remove the encryption keys from the app’s
source code before publishing it, or so he thought. While the developer was saving the latest version of the
app, he noticed that the development framework accidently pushed his storage credentials to GitHub as well.
Realizing the mistake, the developer cleaned up the published source code within five minutes.
Unfortunately, it turned out that an attacker likely had a script running that constantly searched for leaked
access tokens on GitHub. As a result, the attacker managed to get the key before the developer removed it from
the source code. The next day, the developer ended up with a bill of US$2,375 for cloud resources that the
attacker availed of using the stolen credentials.
Yet another example happened in the summer of 2014, when multiple web service instances were under attack.
In this case, the attackers gained access to the victims’ cloud credentials and accessed their administration
panel. From there, they demanded that the victims pay a ransom in order to regain access to their resources.
The attackers later started to delete resources and machine instances from the cloud. The companies had to
re-provision all of their systems and restore data from backups where it was possible. One of the targeted
companies did not manage to fully recover from the attack and had to close its business.
The breach investigation found that at least one of the companies had an old API key with full access rights
hardcoded in its source code. It is unclear how the other keys were leaked, but the case demonstrates how
devastating such an attack can be.

Key management
The previous examples show how important key management in IaaS clouds is. Account privileges should be
kept at the minimum required, in order to limit any damage of a breach. Leaked credentials need to be revoked
immediately.
Major cloud service vendors offer identity and access management (IAM) functionality, which can be used to
manage the access rights to custom cloud environments. This also helps in tracking different access groups for
larger applications. Enterprises should talk to providers about their recovery key processes. They should find
out how the provider maintains control and distribution of each key and ensures that keys are properly created,
managed, updated, or destroyed.
Some providers have started to offer dedicated hardware in the cloud or even homomorphic encryption,
which allows some basic operations to be performed on encrypted data without decrypting it. Homomorphic
encryption operations are still limited and aren’t applicable to most scenarios, but may be of interest to some
administrators.
It’s not easy for companies to encrypt data in the cloud, as cloud providers may need access to the decryption
keys, unless the customer only uses the service for backup storage. A rogue cloud provider could still access the
customer’s data without permission.
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Legal concerns
Businesses shouldn’t only be concerned about attackers when using cloud services. The nature of the cloud
means that companies may not be aware of the exact location where their data and resources are based. This
could result in several legal and compliance issues, as companies may need to ensure that they are adhering
to the relevant laws in countries wherever their data is stored and shared. This issue is having an impact, as
according to Symantec’s State of Privacy Report 2015, 60 percent of survey respondents said that they have
experienced a data protection issue in the past.
Some countries’ data protection laws may be more stringent than others and businesses need to be aware of
how they could be impacted by the regulations. For example, Switzerland’s laws restrict how people’s personal
information is exported. The country mandates that personal details must not be transferred to countries that
lack data protection regulations.
The growing popularity of cloud computing has pushed regions to adapt data protection laws that specifically
cater to this technology. The European Parliament and Council aim to adopt the General Data Protection
Regulation (GDPR) within 2015 in the hopes of unifying data protection regulations into a single law within the
European Union. While this will make it easier for countries outside of the EU to navigate these nations’ data
laws, the regulation will also impose penalties of five percent of the company’s global turnover. As a result, if a
company is found to have broken these laws, the fines could be substantial.
Some businesses may also have to make sure that they are adhering to specific data compliance rules that relate
to their sector. For example, the Payment Card Industry Data Security Standard (PCI-DSS) applies to retailers
and financial institutions that deal with credit and debit cards. The standard states that everyone in the chain
who touches payment cardholder data is responsible for its protection. A similar rule applies to the US data laws
for the healthcare sector; the Health Insurance Portability and Accessibility Act (HIPAA) and Health Information
Technology for Economic and Clinical Health (HITECH).
However, the US’ Sarbanes-Oxley (SOX) act, which ensures the reliability of publicly reported financial
information, states that the company is responsible for any accounting and financial errors, even if they are
caused by a third-party contractor, such as a cloud service provider.
All of these concerns must influence which data and resources should be placed in external cloud environments.
Businesses should become familiar with the laws that apply to their data and avail of solutions that would best
help them comply with these regulations.
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Mitigation
There are several best practice guides available that provide great detail on how to secure different cloud
environments, such as the guides from the Cloud Security Alliance.
Symantec recommends adhering to the following points to secure resources in the cloud. This list is not
exhaustive and users should ensure that they thoroughly research cloud computing best practices before moving
to this environment.
• Authentication: Use two-factor authentication wherever possible in order to increase security. Access tokens
should not be hardcoded in public places such as an application’s source code. User privileges should be
kept at the minimum required in order to limit any damage of a breach. Leaked credentials should be revoked
immediately. Major vendors offer IAM functionality that can be used to manage access rights.
• Encryption key management: Encrypt data, wherever possible. Ensure that proper key management is
implemented.
• Logging: Like with any IT environment, good event-logging and monitoring is key in discovering breaches and
investigating issues. Logged data should be aggregated and correlated with a security information and event
management (SIEM) tool. Most cloud providers have started to offer granular logging capabilities, such as
Amazon’s CloudTrail, which allows users to log all metadata around API calls.
• Verify provider’s promises: Read your cloud providers’ service-level agreements (SLAs) and check to see if
they have transparency in reporting and communications, in order to understand exactly what they are doing
to protect your data. The hypervisor and underlying hardware need to be properly secured. Enquire about how
data breaches are handled and what the notification process is.
• Governance: Ensure that your cloud provider meets compliance requirements and data retention laws
required for your business case.
• Audits: Include your cloud IP addresses in your vulnerability management process and perform audits on any
services that you provide through the cloud.
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Conclusion
In the rush to the cloud, there are many companies who are applying insufficient due care and diligence when
setting up their new environment. There are many best practice guides available on how to secure different
cloud environments which can help businesses better secure their data and resources, and companies are best
advised to take heed of the guidelines.
When it comes to security, the world of the cloud is not so different from the traditional IT world. Many attacks
work both against IaaS and traditional IT infrastructure; for example, common web application attacks do not
differ in cloud environments. The sum of the already known IT risks, combined with insecure API interfaces,
insider attacks, the risk of data loss, and misconfiguration, results in an increase of possible attack vectors
against IaaS environments.
Often, vulnerabilities in the cloud occur because of misconfigurations made by the customer. Sensitive
information, such as backup files, could accidentally be made accessible to anyone by being placed in easily
guessable locations. Another common issue is that administrators are leaking sensitive access tokens in publicly
accessible source code or within the application itself. This can lead to cloud breaches and, in some cases, to the
complete deletion of the data, which caused a company to go out of business last year.
Malware authors aren’t developing threats to specifically target the cloud yet, but some threats will leverage
these resources if they happen to run on them. In 2014, just 20 percent of the analyzed malware did not run
on virtualized environments. Occasionally, we see botnets being updated or operated from cloud resources
as attackers misuse trusted cloud hosted websites to host their own malicious activities. We have noticed an
increasing trend in attackers hijacking cloud accounts, which may lead to extortion attacks and data loss for the
customer.
We don’t believe that the cloud in its current form is inherently less safe than any enterprise data center
environment, but its complexity may lead to an increased risk to data if it is not well managed. Companies
should thoroughly check for potential risks to their data before they move to the cloud. They should ensure that
the new cloud-related use cases are mapped and included in existing security processes to ensure that they are
adequately protected. In particular, companies should verify the access rights and the general configuration
settings of their cloud service accounts and enable proper activity logging.
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