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2016 4 29 ̆ ₯ №  

2016 5 12 ̆ №  

2016 6 20 ̆ḱ Ὲ  

 

 

  



ѿȁ  

ֲ ꜚ Ҭқ ꜚ Һ̆ ⌠ ץ ↓

Ҍ ̆ Ḥ Ȃ Һ Ҭ 2014 6 ⌠ 2015

11 ̆ ῏ ₯ ꜚ ץ ⌠ 2011 12 ȂҺ ≠ ֜

₯̆ ⌠ ╠ ῍ ⌠ ף 314ҩ̆C&C 7ҩȂ 

ֲ Һ ᴺ ₯̆ ѿ ↓ dll̆ ⱳ

№ҹ 9ҩ ᴆ ̆ Ύ ᴆ dll ꜚ̆ dll

ᴆ dll ῀̆ ῒזⱳ dll ῀ Ҭ̆ ץ

Ṝ Һ Ȃ ץ ̆ғᶏ ⱴ № ̆

PDB ץ ₮ᶏ ԅ ΐ ᶷ׆̆ ԅ ̆ ҹҒҙ

Ȃ 

ѿ №ױ ֲ ꜚ ᶭ ҈ ῏ ᴆ ᶏ̆

῏ ᴆ ῏ ₯ ꜚ Ҭқ Ȃ 

  



ԋȁ  

1. ֜ ₯ 

ױ ῒҬѿҩ ᴿ ԍ Facebookץ ↓´ Һ ȂӞ

₯ ≠ ῏ ֜ ̆ ѿ ῖ ₯

Ȃ ҍᴰ ₯Ҍ ̆APT ₯ҬҺ ₯Һ №ҹץҊң ̔ 

ѿ ̔ ῏ A ̆ ₯ A ̆ ῀ ף ̂ѿ ҹ

ᴆ̆Ḛ ̃̆ A ῏ ̆ ῏

↕ ῀ ף Ȃ 

ԋ ̔ ῏ A ̆ ₯ A ̆ A ҉ѿ֓ Ḥ

ҹ ₯ Ҋ ̆ A Ҋ

ᴆҊ ̆↕ ῀ ף Ȃ ₯ ῖ ᶛ 2014 Ὲ Havex 1̆Ӟ

ᵬ ̂Dragonflỹ ⱬ ̂Energetic Bear̃ ױ 2015 5

̂OceanLotus̃ APT 2Ȃ 

ң ₯ ῍ ₯ ῏ ḱ ̆ ₯ ꜚ

Ҭ ₯ ῃ ≠ ῏ ҈ ֜ ₯̆ ₯ Ύ ↕̆

ΐ Ȃ 

 

 

 1 Facebook  

Ҋ ҉ ΐᵣ Ҋ RAR ᴆ MD5Ȃ 

Ҋ  hxxp://israelleaks.is-a-chef.com/leaks/isleaks.rar 

 ╠ ̆ ῃ sinkhole 

Ҋ RAR ᴆ MD5 1e4ed1704e31917f8652aa0078a85459 

 

RAR Ҭ ῤ ҹҩֲ ̆ ḱ exe ҹ

                                                             
1ľHavex Hunts For ICS/SCADA SystemsĿ̆https://www.f -secure.com/weblog/archives/00002718.html 
2

̂OceanLotus̃ APT ̆https://ti.360.com/upload/report/file/OceanLotusReport.pdf 



₯Ȃ 

 2 ῤ  

 

 3 ῗ C&C sinkhole 

ѿ ױ ῏ ₯ 10ҩ ֜ ̆ΐᵣ ľ A̔ ᴿ

Ŀ̆ ῏ Һ ץ̔ ↓ ´ȁץ ↓ ´ ץ ↓´ ֜

̆ ῏ ₯ Һ Ҭ 2015 1 2 ∆ Ȃ ₯ ֜

Ҋ ₯̆ ῤ ҹҩֲ Ȃ 

2.  

ῤ Ӟ̆ ᵣ׆ץ ₮ ₯ ῏ ̆ ѿ Һ №ҹץ

Ҋ 3 ̔ 

(A) ̔ ᴿ  



 

 4 1 

ᴆ3̆ ᴆ [ ] YouTubeҺ Ȃ 

 

 5 2 

annonymous rabaa ѿҩ ₯ ץ 2013 8 Rabaa

Ȃ 

 

(B) ץ ↓ ̔ ᴿ  

                                                             
3
 hxxps://docs.google.com/file/d/0ByavzARTLomhc3hFeFhGN1JOOE0/edit?pli=1 



 

 6 5 

ῤ ҹ̔ץ ↓ҩֲ Ȃ 

3. ᴺ  

№ҹң ̆ѿ ᴺ ̆ѿ ᴺ ̆ΐᵣ Ҋ ̔ 

 

 7ᵀ ɻ  

 
 8ᵀ  

╠ѿ ₯ Ҍᴪ ₮ ̆ ѿ ₯ ⱳ ᴪ

₮ Ȃ 

ᴆ ҹ Office ᴆ ̆

ҹ  %UserProfile%\AppData\Roaming\officeplugin̆ ҹ  C:\Program 

Files\ {GUID}̆ C:\Program Files\ {59f0641e-45ac-11e5-af9e-b8ca3af5855f}̆ ᴺ

ᴆȂ 



 

 9 ῗ ᴌ Ḫ  

 

  



҈ȁ ROCK №  

1. ⱳ  

ֲ ₯ ꜚҬ ᶏ ף Һ ץ ROCK ҹҺ̆ ԍֲ

҈ └ Ȃ ῒҬѿҩ ᴪ ̆ ԍ njRat

̆ Ҭ Ҍ njRat ׃ Ȃ 

ḱ ҹ ȁ ̆ᴪᴺ pdf ᴆȁ ȁflash

̆ ₯ Ȃ 

Һ ⱳ Ḥ ̆ Ḥ ȁ ȁskype ȁ Ἕ

ᾥ ȁ Ḡ ץ̆ URLȁ Ḥ Ȃ Ḥ ᴪⱴ

⌠ C&CȂ 

2. ⱳ  

 

 10 ᵩ  

 

    ᴆҬ Ữ ҩ Ḥ ̆ ȁ ᴆ ⱴ Keyȁ

ID̂ rkuid̃ ȁ ̂ ̃ȁ C&Cȁ ̆ ῀

Ȃ 



 

 11 ꜗ  

Dropper ῍ᴪ ₮ 20ҩ dll̆32ᵝ 64ᵝ 10ҩ̆ ҩⱳ 32ᵝ

64ᵝ Ȃ 

 ⱳ  

zcore Һ  

zulib API₱  

plgcmd Ḥ ̆ ̆ ꜚ  

plgcomm Ḥ  

plginput  

plgurl (IĔ Firefox̆ Chrome) ῤ  

plgskype skype ̆ ̆ ̆Ḡ ҉ᴰ 

plgavbug Ἕ ᾥ ̆Ḡ ҉ᴰ 

plgusrstl Ḥ ̆ Ḡ ̆ ̆

cookies̆ Pidgin(ѿ IM ᴆ)  

plgfsflt ᴆ ҉ᴰ̆ ᴆ docȁdocxȁpptȁ

pptxȁxlsȁxlsxȁodfȁtxtȁpdfȁrtfȁjpgȁjpegȁgifȁpng 

 

ZcoreҺ ꜚ Ҋ ᴆ̆ ᴆ ‗ ῀

⌠ Ȃ 

№ⱳ ׃ ̔ 

 ̧ Zcore.dll ̔ ⱴ ῒז ⱳ ̆ ῀⌠ ҬȂץ

Ύȁ ȁ ȁ ⱳ Ȃ 

 ̧ Plgcmd.dll פ ̔ Ḥ ̆− ᴆ ȁ ȁ҉ᴰҊ ᴆ̆

ꜚ ⱳ Ȃ 

 ̧ Plgcomm.dll Ḥ ̔ ῒז ᴆ ⌠ CC̆ ⱴ

ⱴ̆ ῒז Ȃ № Ⱶ ѿ ̆  Ȃפ

 

ӊ  WM_COPYDATA Ḥ̆ Magicҹ 0x34AB541ᵬҹ ѿ

≢Ȃ ῤ ҹ json Ȃ 

 



3. Ḥ  

HTTP POST Ⱶ 80 ̆ Ҭ ұ json

ᴆ Ȃ 

 

 

 12 Ḫ 



 

 13 Ḫ ҷ  

ԍ Ḥ ῀⌠ Ҭ ғ̆ᶏ HTTP POST C&C 80 ̆

ᶏ Ȃ 

4.  

ᴆ  

Dropper ᴆ̆ ᴆ ԍ json ᴆ̆ ҹ ̆ gendarme.dll̆



jerques.dllȂ 

 

 14 ᴌ  

 

ұⱴ  

ұ ⱴ ̆ғ ҩⱴ Ȃ 

 

 15 ҷꜘ  

 

API  

APÎ 300 ҩ̃ Ὲ῍ Ҭ̆ № Ȃ 



 

 

Һ  

ᵬҹ explorer.exe ꜚ̆ῒזⱳ ᴆ ῀⌠ ̆

Һ ̆ ץ . ᶏ ̆ ⌠ ̆Ӟᴪ Ȃ 

 

ҹ  

Һ explorerҬ ̆ ῃ ᴆҌᴪ ; ῀⌠ ̆

Ҍ CC Ḥ; ᴆ ῀⌠ ̆ ᴆ ҹҌ Ȃ 

 

PE ᴆⱴ  

    DropperҬ PE ᴆ zlib AESⱴ ̆ ₮ json ᴆӞ

ⱴ Ȃ 

 

׆ ̆ ֲ ₯ ꜚҬ ף ꜚ ҉

ԅ ⱳ ץ̆ ⌠ᾧ ҹ Ȃ 

  



ȁ ῏ Ḥ  

1. ₯ Facebook Ḥ  

₯ Facebook  

https://www.facebook.com/ofir.hadad.963 

https://www.facebook.com/rafi.partook 

https://www.facebook.com/people/%D7%90%D7%95%D7%94%D7%93-%D7%A4%D7%93%D7%

99%D7%93%D7%94/100007696628947 

https://www.facebook.com/tuti.rotam.5 

 

₯ ֜ ₯ Һ ᶏ ңҩ Facebook Ȃ 

2. PDBḤ  

PDB  

C:\Users\user\bamboo-agent-home\xml-data\build-dir\ROCK-RW2-BRW6R\x64\Release-RkLibDll 

Z:\ rootkits\windows\zico\x64 

Z:\build\ rootkits\windows\zico\Release 

 

PDBḤ ױ ץ Ҋץ ̔ 

 ̧ idҹ zico 

 ̧ ҹ ROCK-RW2-BRW6R 

 ̧ ῤ ӈҹ rootkits ΐ  

 

3.  

ᴆ  Ҭ  

РЯв ϤыЧϦЛвЮϜ ϣЛвϝϮϠ ϼ кϾъϜ ШТ  дкϼЂϒ 

(1).pdf 

ᴆ ̆ ז

₮  

ϣтϮтϦϜϼϦЂϜ ШϜϼϲЮϜ рϼмϪЮϜ ϣвмϝЧвЯЮ 

ϣтϠЛІЮϜ\ File1.pdf 

ֲ ꜚ  

˯ˬ s ˯ˮ˩s  ˸lˣ˩˪ˬ\ ˯ˬ s ˯ˮ˩s- ˫ ˧ˮˣ˩ˡ˰.pdf \ҩֲ .pdf 

атДжϦ ϤϝКмвϮвЮϜ ϣтϼмϪЮϜ\ File1.pdf ᵣ 

ϣтъм ϝ̭жтЂ-АА϶в ϢϼАтЂЮϜ двϝЪЮϜ\двϜ 

ϸϼϝАвЮϜ.pdf 

└ \ ῃ

.pdf 

ϣтъм ϝ̭жтЂ-АА϶в ϢϼАтЂЮϜ двϝЪЮϜ\йтϮмϦ 

ϤϜϼϝтЂЮϜ ϣ϶϶УвЮϜ ϸЎ сжϝϠвЮϜ.pdf 

└ \

.pdf 

ϣтъм ϝ̭жтЂ-АА϶в ϢϼАтЂЮϜ двϝЪЮϜ\ϣЂϸжк └ \ יּ



ϤϜϼϮУϦвЮϜ дв дтАЂЯТ.pdf .pdf 

 

׆ ᴆ ץ ₮̆ ץ ↓Ȃ 

4.  

52f461a133e95328ccd9ba7f70e2f3e6̂ ҹ Adobe pdf̃ Ҭ ₮ѿҩ ̆ ԍ

njRat ѿҩ ̆ njRatҺ ԍҬқ Ȃ 

5. IP ᵝ  

 

 16 CC ῗ  

   ῒҬѿҩ C&C:196.205.194.60 ҹ ̆ғ njRAT  

C&Cҹ 196.205.194.61Ӟ Ȃ 

MD5  C&C IP ᵝ  

52f461a133e95328ccd9ba7f70e2f3e6 ROCK 196.205.194.60  

c80b3fb9293a932b4e814a32e7ca76d3 njRat 196.205.194.61  

  






